Terms Definition 1 Citation1{1]  Definition 2 Citation2  Definition 3 Gitation3  Definition 4 Citation 4
accountability bebased on O/IEC_TS _ "accountable” (adjective vs. noun): answerable for actions, decisions, and 1S0/1EC_TS
regulation or agreementor through assignment as part of delegation;2)For  57232022(en)  performance 57232022(n)
systems.a p i,
h ) an individual or
it deliverables or tasks,
the results in  transparent manner.
accuracy Closeness OECD A quaitaive assessment of correctness or freedorn from error. FDA_Glossary easure of an It FDA_Glossary percentageof  Raynor
Statistcs were intended to measure. 5. function of precision and bias. a specifc data st
IS ypically estimated using st or “hold out” sample, other than the one(s)
incorrect predictions on the same data. |
Raynor 4 or settls_active  the process 4 Freeman_ct_a
L0 specify test regions to improve their accuracy. A any point, the algorithm can design”inthe [ 1d of 2009 wp expert 1201
oos a new point x,observe the output and incorporate the new (x,) pir nto generally, artifcil inteligence. The key hypothesis is that, if the learning.
Jgorithm s allowed curious? if
and clustering functions. youuwill-it will erform better with lss training.
@ cgards Russell_and_N
toits training data, in contrast to a passive learning agent, which i imited toa  orvig
fised polcy).
ty o IEEE_Guide_t cske
compound. N
y y the Russell_and_N A means of a Russell_and_N
programming states model that  orvig uses value the utiltes or an optimal polcy; e
opimal use of the
dynamic programming neighborhood structure of the environment
p their Gama,_toao
drifts
tentionall NISTIR_8260_ impercepuble  Zhang,
worst-case pe . ,such Draft perturbations Nonggang
causes a learned model to output an incorrect ansiwer.
oron  ECOA
substantiall i
i A
account or an i
all or substantilly all of a cass of the creditor's accounts or i) A refusal to
application for an increase.
pact ratio I Varshney,
the d : Kush
Quantifid a the rato: disparate impact ratio = P(5 (X) = fav || Z=unpr )/P(5 (X)
s priv) where P(5 () - fav is the favorable label, (2 = priv)is the
privileged group, and (Z = unpr) is the unprivilged group.
agile development bt " Gartner ) process NSCAI
principles of the Manifesto for Agile Software Development. o develop and deliver software and other digital technologies. User
developers }
Al principies ¢ value,belie, or OECD_CALLre
testing, and deployment across the Al lfecycle. The OFCDI identifes ive commendation
y princip P
hy Al and calls on Al actors o p
wih, '
a
accountabilty.
algorithm Aset bl Comptroller_O P fied outputs ina finite  knuth_are_198
More recenly, the term has been adopted to refer to  process to be followed,  ffice number of steps h
often by a computer.
biased fan Ekaterina_ct_
h i al_2020
alignment ful Al The Gabriel_2020

challenge

relably do what they ought to do. .. The second part of the value alignment
question is normative. It asks what values or principles, if any, we ought to
encode in artificial agents.

amplification

which s] to make
importance, or intensity).

@ amount,

Let [construct space] ¥* and [prediction space] ¥* be categorical.
‘Then, a model exhibits disparity amplification f
(1 |2

and Y1, Then,the total variation distance between 0 and 1 isdtv (10,11 -125.
SEYOUYT Pr{y0-y] - Pr{1=y] In the special case where 0,41 < {0, 1} the.
!

Merriam-
‘Webster_ampl
i total variation distancecan also be expressed as | Pr[¥0-

~pr[rie1)

" [z-1) > dev (v [Z-0,¥” [271). div is the total variation distance defined
as follows. Let Y0 and Y1 becategorical randorm variables with finite supports Y0

yeom_avoiding
2021

analytics Analyticsis the application of scientific & mathematical methods to the study &  informs_analyt
analysis of probl ies_2022
analytics:
* predictive Analy will
“py ‘e Anal
advice.
annotation Further documentation accompanying a requirement. IEEE_Soft Vo [the act of] mak{ing] or furnishfing] critical or explanatory notes or comment  Merria
cab Webster_anno
tate
anomaly operation of a system that d IEEE_Soft_Vo SP800-160
based on pr ftware, or hardware  cab design documents, user documents, or standards, or from someone’s perceptions
products or reference documents. or experiences,
anonymization The process in thatit 1APP_Privacy__process that dthe  CSRC
no longer techniques,  Glossary
primary s the mast
basic version of A it simp g
from data t P ¢
values and
range (18-24). Noise addition takes identifying values from a given data set and
switches them with identifying values from another individual in that data set.
Note that all of these processes will not guarantee that data is no longer
usability of the data
. mental states, and behavioral apar behaviors
Is, and hism_in_AL2 _that goes beyond what is irectly observable hism_in_Al_2
phenomena and supernatural entities 020 020
application Asoftware program hosted by an information system. SP800-37 p csre software or a pr pe P aime_measure
requirements. ment_2022
citing 1SO/1EC
TR 24030
application sed tion Hands-
programming interface it On_Smart_Co
(ap1) ntract_Dev
ystem that can, for a given set of objectives,  NIST ATRMF
(A1) system Jdi or dec i (Adapted from:
real or to op " ECD
levels of autonomy Recommendati
on
on AIZ019;
1S0/IEC
220892022,
Jicat d relevant IEEE_Guide_I
learning e PA
trong Al
i
purpose.
artificial narrow. fan Al system I e OECD_Anifi
intelligence (AN)) reasoning task. ligence
_Society

Definition 5 Citation5  Related terms

and synonyms _definition
6]

1SO/IEC_TS_
5723:2022en)

. or estimates to
the true values o the values aceepted as being true

passive
learning agent

sarial
tion

advers
perturbat

disparate

concreteness,  garey_comput
ers_197

e can think of i
precise computer languages

weak
intelligence;
lied

intelligence

applicable.



‘Terms Definition 1 Citation1(1] Citationz  Definition 3
simple, Defmitont i
networks. hich tleas Start El
to external inputs. Hemnt: BE) at lenst on Processing oy u-m . i the nodes used b
Pracessing
each node i, heachlnk
xat
lezst owo of the multipe m comected in pamll:,l xalearning algunlhm it
given in link (ki) from
v
the output of node k., x each start node is connected (0 at \exsl one end node,
rallel edges
(each lnk (ki) from node k to node i is unique).
assessment Action of apply IEEE_Soft Vo the action or an instance of making a judgment about something : the actof  Merri
package or product for the purpose of determining acceptance or release of the  cab assessing something : APPRAISAL Websmr asses
Software module, package or product.
attack Action targeting a learning system to cause malfunction. NISTIR_8269_ Any kind of malicious activity that attempts to collect, disrupt, deny, degrade, or  CSRC
Draft
auribute perty aasetofrealor things that IEEE_Soft_Vo an object th aime_measure
characteristic of interest. cab Guaiatvey by buan or matomated roeans 2022,
Ging 150,
audit s dependent, wed obtaining tatements IEEE_Soft_Vo rds and FDA_Glossary ftware process, or set of
of fact, information and cab security and wandard
e fulfilled. data integrity pr 3 licy and contractual agreements, or other criteria
audit log $P800-37
and operations performed in a given period.
authenticity property that an entity is what it claims to be ISO/IEC_TS_
5723:2022(en)
automation [ t more  IEEE_Guide_I  conversion of processes or equipment to automatic operation, or the results of  IEEE_Soft_Vo The sy however, the
digital systems. P the conversion cab system todo.
pi tasks that have
simple rule-based responses).
automation bias over-relying on the outputs of Al systems David_Leslic_
Morgan_Brigg
autonomic A ol sensing  IEEE_Guide_I
PA
knowled
its
own operation and.
by cight characteristis:
a has access, what
limitations are, and how and why it is connected to other systems.
Is able
compuig enveonment
fficient comput
pm((&a
rouungfunnmnsawayﬁnm
the troubie:
to maintain overall system
security and integrity.
B Isable o ad it "
rotocol
Py dards and ¥
wachicve ety performance.
n pal
bus, tract bi forkift, tc. Introduction_t
o o_Information
_Systems.
autonomy i d ability to operate  TTC6_Taxono.
[Different Al have different levels of my_Terminolo
autonomy.)
Tl
not p
L syems can
on-the- uman-out-of-the pr systems depenﬂmgon ool
mumng{ul ovlvement of wnan e
availability Ensu mgumclyx\ndr:ln\h]eau‘esswanﬂuseo[mmrmauom SPR0D-G7 Theproperty tha dta o Iformaton s acsslle and wsable upon demand by | NIST_SP_00 proerty of
an authorized p
back-testing

with modeled a »

Comptroller_O
flice.

oot
d
horizon or performance window of the model.
batched avtomation  Pr iy IEEE_Guide_1
areable to » a
benchmark Standard against which results can be measured or assessed; Procedure, IEEE_Soft_Vo approach ] Comptrolr_ 0 The tem benchmarking s s n mchin earning (1) 0 cer o the alson_pmib_2
problem, or cab models. carn o
other or o a standard. tterme i benchmandtoscts it hov beenappied 20 ‘standards!
new
cthod e p
existing methods are known to identiy.
bias Inthe contextof fairness, ted  AL_Faimess_3 itof OFCD systemic treatment of g measurement_
60 it 1022989_2022 fo \theta if E(\theta_hat) = \theta
‘groups at systematic dsadvantage. error- ihte e o e, o ifrence bt bty uhts e the
bias of \theta
b models. AL_Fairness_3
agorithm 60
biastesting d regulators have utiized or spizo
disparte impact. Traditional methods of statistical bias testing ook at
iferences in predictions across protected classes, such as race o sex. In
I
the challenged p iy the result of
chance or a nondiscriminatory factor.
bigdata solume iy, NIST_1500
veocity,andyor varabilty that e scalbl arhiecture for
torage, manipulation, and analys
binning atechnique of umping small anges of alues together into categories, or ‘b Pyle,
purp _Dorian_bata
ina data et Zpreparation._
2s._a_Process
biometric data personal data esulting from specific technical processing relating to the GoPR bioogical,or behavioral cora A ] usedto SPs00-12
Phsicil, pyiologicalor behavioral charactritisof a ol person, which s o veriy the claimed identity, of an applicant. Facial
allow or oris intended to be used singly or in combination with cach other or with other i cal

images or dactyloscopic data;

Citation 3

NASA_Soft_St
andards.

DOD_TEVY.

1SO/IEC_TS
5723:20220en)

Definition 4

der for
. ml\mung L objectivel todetenmine (e extent to which audt ereeriaare

fulfle

butis not imited to, imagery ofthelriretin, ingerprin, fce, b, i, vin
paiems, and

faceprint, a minutiae template, or a wmpnm can be extracted, and kcynmke
patterns or rhythms, gait patterns or rhythms, and sleep, health, or exercise data
that contain identifying information.

boosting
B with
y el
is currently misclassifying
breach he loss of conirol, compromise, nauthorized discosure, unauthorized
acquiition, other
an
authorized purpose.
Complex, compu providing
intelligence (broad Al)  deseriptive, predictive, prescriptive, and limited deductive analytics with
ina broad, related

set of knowledge domains.

Learning
Glossary by
Google:

csre

IEEE_Guide_1
A

Citation 4

the laboratory UNODC_Gloss
ary_QA_GLP

devore_probab
ilty_2004

Definition 5

Citation 5

Related terms
and synonyms _definition

applicable.
personal data;
processing



‘Terms Definition 1 Citation1(1]  Definition 2 Citationz  Definition 3 Citation 3
buil-in test ystems, as SPION
opposed o, exteral swpport vl wich perorm et or e oftests to
hardware,
Sequencing, data procossing and readout i antware or o s systems.
bug-bounty Land  Kuehn,
_Andreas
s knowledie it heoprstor o partclarb ooumy program (BEP)
b q IEEE_Guide_I
e ot bt nclcinghe fowsnduse e o nformion: PA
participants, and human or digital resources.
p ‘ i . IEEE_Guide_1
‘management ol b i rtof  PA
s tome within
and beyond the enterprise boundaries.
business rule Defi dependency,or IEEE_Guide_I
tasks, of executionofa PA
ra
business process within computing systerns.
calibration a suchas  CSRC operation that, under specified conditions,in a first step, establishes a relation  aime_measure  Set tablish, pecified conditions, b UNODC_Gloss
UTC(NIST). When the calibration s finished, it should be possible to state the cer by ment_2022, g instrument ary. LP
q the d
d 1o Guide 99 of a measurand.
establish a relation for obtaining a measurement result from an indication
capability ‘measure of cap: ; person 1SO/IEC_TS_
its objectives 5723:2022(en)
case fe ent . IEEE_Soft_Vo
specifies the processing to be performed for each value of the control expression, cab.
and e
overall construct.
chatbot 2 (for. COE_AIGloss
choreography IEEE_Guide_I
particip: responsible
enmy, or observer of the process.
classification AMA classes.

e aming poblen i calledcassfsion, and s caled Bolean o binary
classification if there are only two valu

202

ment_2022,
citing ISO/IEC

Defini

tion 4

s, that

Citation 4

jacobs_measur
ement_2023

classifier A model that predits categorical labes from features. Al_Fairess_3
60
clustering Detecting potentially useful lusters of input examples A e basic problem ofcusteing may b statedas ollos: G st o dota agarval_clst. te tendencyfor s t b conistntlygroped ogether i hecorse of
points, partition them into a st of groups which are as similr as possibl. ering 203 recall apparent in
memory sk n whih ems from he s categry. el APA_clusterin
animals, are recalled toget
ent,and IEEE_Guide_I
reasoningto  PA
that may be
thought of s cognitve. With cognitive automation, the system performs
by knowledge of
d
of
o dother
information resources.
c o IEEE_Guide_1
P
~ Sense (perceive the world and collect data)
independent way);
and
- the
human brain.
column Inthecontent of eational dtabases acoum st of detavalus allof s techopedis_co
e cpe, i b 202
» pret NSCAL ” " tonlyof  NESIR_52-
s h wrkd hroogh cameras e sensrs. butof 2502
concept drift Use ofa i spi270 theinput data Gama,_loao Systems that lassify or predict a concept (., cedit ratings or computer Raynor
and the target variable changes over time. pe p
are tracking changes. This i referred to.as concept drif. This can either be a
natural process that occurs withouta reference (o the system, o an active
cess, where others are o the system (e,
confidentialty usually resultng from legista okeD i , csre prop: dataor disclosedto  NIST_SP_800 A property thatinformation is not disclosed to users, rocesses, or devices unless CISA
measures,which prevens i from unauthorized disclosure, prop persons or processes ey have been authorized to access the information
Kohavi,_Ron
size Ll where Lis the number ofdiferent label values
consent Consent'of  frecly fic,informedand  GDPR  specific, informed, copa
o he or she, bya mmra\mn o the consumers wishes by whih he consumer, o e consumer’s
statement or by @ i P 2peon g
of personal data relating to him or her.
the tance ofa general
. or similar
1 Jated informat
Hove i piece
Lk «
use of dark patterns does not consttute consent.
n 150/1EC_TS_
Constituent part of one or y 5728:2022n)
fl  having . utilzation,
is, and P i
capabilty of the Sos).
constraint what terms of the  OECD Alimitation or impled IEEE_Soft_Vo
omens o, o oy i e of e st of ey compaton o v cab
enterprise
iswarranted  Wieringa, cronbach_con b fink_survey_2 a
with respect to the research goas and questions. Roel_L quality which i not The problem  struct_1955  peopl o d
faced by the investigator is, "What constructs accoun for variance i test experimentally. useful
performance?”
content validity twhicha i survey 2 theesentc which et easurce s represntathv smpe af thesubict APA_conient._
the skillsor characteristics i i ntended to measure, o0 cxample, alidity
hov. well
o
analysis and other multivarate statistical procedures.
context perspe whichan  OECD. e { a EEE._Soft_vo occurs. Merriam-
objectis defined o used. operates cab Webster_cont
ext
th sufficient s purpose that it [EBE_Guide._{
ndersrandsth sourc,relevance, and ity ofdata nd Inputs, P
context-of-use “The Context of Use s the actual conditions under which a given interaction._co . goas,tasks L 150 s2a
,or willbe used today working  ntext_2023 cultural hichasystem, 2018
sitation. product o servie s sedl ] can ncude he interacionsand
systems, products or
controllabilty property of a system that llows a human o another external agent o intervene 1S0/1EC_TS._
ystcm heter 57252022(n)
control class nist_statistcs
s 202
e
d
establishing the natural experimental error:
controller “Controler” GopR

legal pers:
ody which,alone o1 Jonly with others, determincs the purposce and mans e
the processing of personal data; where the purposes and means of such
‘ the

P or Member
State law;

Definition 5

Citation 5

Related terms

and synonyms _definition

personal data

personal data;
processor

pplicable



‘Terms Definition 1 Citation1(1] Citationz  Definition 3
copilot A product or service that provides assistance using, incorporating and/or based
on artificial
dvanced
eq
content generation in response.
IEEE_Guide_I
topies tobe  PA
used by software systems for which useful analysis, prediction, or outcome is
being sought
correlation I 1 oECD. dy_2, denoted \rho  box_statistics
quantitative. In this sense it would _2)is: \rholy 1 y_2) = Covly_1 y._ Z)/\squ(‘lm(y vy 2y 2005
ad values wachter_coun
explanation (41,v2,..) associated with them. If V instead had values (v v2,.) score p would  terfactual 201
have been returned. 8
aime_measure h ay Kusner_counte
 except ment_2022, andoutputofterst  fuctual_207
for citing Machine Vi), where V = A
" sources of bias ina  Learning. o Vve’msmlzu the following criterion for preictors of eimiion
model Glossary by redi
Google: and A= a, P(~Y_{A<-a} (0) =y | X=x; AY_{a<-afU)
1) for ' ad ooy vl o bl by A
tions, d dures, techniques, or the  SPB00-31  Actions, devices, procedures, or techniques that meet or oppose (ie., counters)a  GWUC
threat, a vulnerability, or an attack by eliminating or preventing it, by minimizing
cport
can be taken.
or. fink_survey 2 anindexo comparison APA_ecriterion
oo ) _validity
Comcunrent vy, and rtsospeetve vy, Fo eximpte s measure of
y riminalbehavor s v, hen 1 shod be possible o usc i 0 predictwhether
examination 3
validity. demonstrated a d
new d avorably
valid
erowdsource. d - Enrique
prfic organizaion, r company propases 103 group of ndbadusof vy
the voluntary
\mdzmk\ng ofatask.
customer The beneficiary of the execution of an automated task, process, or service. IEEE_Guide_I
PA
eybersecurity Prevention of damage to, protection of, and restoration of computers, electronic  SP§00-37
wire
ludi
therein, tegrity, auths y, and
nonrepudiation.
dark pattern “Dark pattern” means a user interface designed or manipulated with the e
substantial pai or
choice, as further defined by regulation.
data information, OECD. P aime_measure
observation. for communication, interpretation or processing ment_2022,
citing ISO/IEC
0291
data analytics the 1 tatistical  APA_data_ana Data anal transforming raw OFCD
1o find general Iysis ften presented in the form of a published analytical article, in order t0 add value
patterns, to the statistical output.
data cleaning dentify 4 or Ranschaert,
corrupt data records _Erik
data control Egnyte
how
data dredging Astatistical bias in which testing huge numbers of hypotheses of a dataset may  SPIZ0
ppe:
nonsignificant.
data drift 1 pe Microsoft_azu
re_documenta
tion
data-driven provost_data_
the analysis of data rather than purely on intuition., 203
data fabric Adata corpus, Jevant ontol d IEEE_Guide_I
data achine PA
dicti pt
data fusion Ap data, generated isintegrated  SPI0II e process of
and/or correlated knowleds t any individual data
may y or source.
A cske ol e, practices, and technologics, NIST_1500
the ents necessary to ensure data management within an organization
d de Jated managed by the
enterprise.
data mining computational aime_measure from Ranschaert,
nt_2 I _Erik
potential relationships and impacts citinig 1SO/1EC
22089
data point adiscrete unit of information. TechTarget_da
prepar lata_
early stages of a data p 2 pipeline, i, the
structural and syntacticallevels
data proxy Data that arc closely related to and serve in place of data that are cither Comptroller_O
unobservable or immeasurable. flice
data quality lied needs when IEEE_Soft_Vo The dimensions of the IMF definition of ‘data quality” are: OECD
used under specified conditions cab
- integri
- methodological soundness;
- accuracy and reliabilty;
- serviceability;
- accessibilty.
q
~legal and institutional environment;
- quality awareness.
data science " useful 4 NIST_1500 s st alortms, and other methods o 1B
big LLozckdberg
dtal Today this field.
the capt d
erprinion f dos.
data scientist Ap er NIST_1500
Jytical sk
engineering o ly
data seeding IEEE_Guide_1
PA
o
enrich
domain.
ging sidentified, extracted,  Furche,_Tim
(lmmd e inteoted. o yicd  data set tht 1 sutabe or exploation and
decision Aconclusion mu\«i aerconidration of usines les and relvan dta

decision point

it 3 e

IEEE_Guide_I Types of statements in which a choice between two or more possible outcomes  [EEE_Soft_Vo
P controls which set of actions will result cab

Apoi
emmatie pt, g recuse

IEEE_Guide_1
PA

decision tree Reznik,_Leon
attribute, each branch represents the possible outcomes of that test, and the
leaves represent the class labels.
Wikipedia_Dec the cognitive pr choosing APA_decision_
1 rational or ision-making cutfeg, making
irrational lecting a mate). Psychologists have adopted
values, Every
final choice, which may promp looking at

action,

the clements that recur within these decisions.
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safeguard;
security
control

criterion-
referenced
validity;
eriterion-
related validity

statistical bias;
p-hacking

artificial
intelligence

(A1), machine
learning (ML)

pplicable



Terms Definition 1 Citation1[1]
g TechTarget_d
system anal data and with ecision_suppo
r_system
from diff
] “This i intended to help peop
decisions.
decommission the total 1G1190M_AlOp
Prod a Decommissi

benefits i. on_v1.0.0

e~ optimising the cos ecucton
ide_t

deep learning

Insigh “What would likely  IE] |
happen IF..2" Deduictive analytics evaluates causes and outcomes of possible  PA
future events.

broad family of techniques for- I in which

Russell_and_N
g

slrengllvs The word “deep? refers to the fact that the eircuits are typically

ps
zppmach for appi
f italso plays a
a\gmﬁc:lm role in reinforcement Icnmmg &pphka\vun!
decpfake Al-generated or TTC6_Taxono
g peraons, vt places o sthr il r v my_Terminolo
would falsely appear to a person to be authentic or truthful &
deletion Ofan <X>, the action of destroying an instantiated <X>. IEEE_Soft_Vo
cab
The the -critical - SP300-12
tions. (Time-critical , depending
upon the service provided),
dependabilty d (ot 1SO/IEC_TS
relability, bilty, d 5723:2022(en)
and, durabilt
Note 2 used P
item),
deployment Phase of a project in which IEEE_Soft_Vo
resolved cab
i q & IEEE_Guide_I
happen?” PA
the cause(s) of an event(s).
deterministic ‘modeling [that] produces consistent outcomes for a given set of inputs, Sourabh_Meht
leulated. a_deterministi
this case. None of and each
e or solution.
The 1o the model. It
‘make allowances for error.
d g P cske
developer Ageneral term that " e 5P800-37
;:and product
I s, or internally
within organizations or through external entities
ting, and inf g ¢ IEEE_Guide_I
happen?” P
the cause(s) of an event(s).
diagnostics IEEE_Software.
_Vocab
put _privacy-
enhancing_tec
injection of noise’ Noise s a random alteration of data in a dataset so that hnologies
reveal. An
important aspect of differential pivacy is the concept of “epsilon’ or ¢, which
level of added
or “privacy parameter”
y two applicant hunter_differe
unequa, that is, pi = pa. ntial_1979
digital labor e IEEE_Guide_1
A
typically by
human abor.
1 IEEE_Guide_I
led labor. PA
dimension ‘The dimension of an object is a topological measure of the size of its covering  wolfram_math
ert . cc 22
point on the object.
dimension reduction

Dimensionality reduction is the process of taking data in @ high dimensional haley-
anew sp: Shwartz, _Shai

d Sensitive Impact S. Definition 6.2 Disparate Impact (D) friedler_comp
B[y ~1]S = 1)/PY - 1] arative 2019
Lipton,
_zachary
tests for voting cligibilty).
distributional fora dof  Meinshausen,
justa smgve target distribution. _Nicolai
diversity the pract b EO_DEIA_202
backgrounds, abitie, catures. nd bl of the o people, including 1
underserved communities.
C IEEE_
describing, defi i i ts, cab
procedures, or results.
domain Dist within common  IEEE_Soft_Vo
rules observed, and over which a distribution transparency is preserved. cab
ential McCue_Collce.
of a specifc field of inquiry. n
domain shift Differences between the source and target domain data Stacke,_Karin
¥ “The pr kelley_dog
champagne ‘how well it works and where improvements can be made. ding_ 2022
The pr be utilzed based on IEEE_Guide_I
the conditions present at the time of execution. PA
edge case a problem or situation, especially in computer programming, that only happens at. cambridge_dic
2 tionary_2022
embedding fold, graph, ield,  wolfram_math
1 2022
are preserved. For example, a field cmbedding preserves the aigebraic structure:
P d
graph embedding preserves connectiviy.
One space X is embedded in another space ¥ when the properties of Y restricted
to X are the same as the properties of
emulation The IEEE_Soft_Vo
so that h data, cab
and achieves the same results as the imitated system.
end event An activity,task, or IEEE_Guide_I
P
engineer

. 3a: a designer or builder of engines; b: a person who s trained in or follows as a. Merriam-
Webser_engi

by skillful 4 person who
an apparatus.

V.1 to lay out, construct, or manage as an engincer.

Definition 2 Citationz  Definition 3 Citation3  Definition 4
Aform of laprsof - Al_gthics_ar
*neurons': simple interconnected processing units that interact. k_Coeckelberg

cisa dedocnor  STO4085

Individulororgiization tht performs development ativies {vmludmg
esting ystem or

software life-cycle process.

For two datasets D and D' that differ in at most one clement, a randomized

fHor
any subset of the output 33 if SMS satisfies: \qu ion}
B\ 51 led xpraepolom M) i ] et
\endequion)
rthert telta - ns an algorithm M s said to guarantee \emph

en S\d
epstons AiTerent prvacs)

Semices ot ey il e, ebsieonline sccouts LPg ki, or
rely on the affected
condition et
d o simply

money
while their resources and services are inaceessible.

IEEE_Soft_Vo
cab

‘gong_different
ial_2020

IEEE_Soft_Vo
cab

dat functior

and (3)
protection needs
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Terms Definition 1 Citation1{1]  Definition 2 Citation2  Definition 3 Gitation3  Definition 4
ensemble i paradigm mod “weak Joseph_Rocea
Tearners) are trained t0 solve the same problem and combined o get better _Ensemble_m
results, The main ethods
we can obtain more accurate and,/or robust models:
environment IEEE_Soft_Vo
) aab
subject system
q pect hard:_cquality The p Mehrabi,
a Y,ifbY and 2006 p of a person b _Ninare
on¥. the
protected and unprotected group members. In other words, the protected and
qual rates for P
We say that a hardi_equaliy 02 Mehrabi,
with respect to A and Y i P{bY ~1] 2016 should be equal for both protected and unprotected group members. In other _Ninarel
words, the protected and unprotected groups should have equl true positive
rates.
error “uue value. Errors OECD observed, conditionand  EEE_Soft_Vo  measured quantity value minus areference quantity value aime_measure
e rand temati as the tue, specified,or theoretcally correet value or condition cab ment_2022,
errors Systematic rrors are called biases’ citing 1S0/IEC
Guide 99
propa Dorf_2018
calculated resuts.
ethies defnition 1a:a set of moral principles £ theary or system of moral values Merriam=n. APA_ethics
definition b “the principles of conduct governing an individual or a group Webster_ethie. 1 the branch of philosopt i
definition c: " consciousness of moral importance; defnition d: a guiding (ic.,what s right and what s wrong) and their nature (i, whether such
Philosophy’;definition 2 a sct of moral issues or aspects such as rightness) judgments should be considered objective or subjective). The study of the first
efinition 3:“the discipine dealing with what is good and bad and with moral typeof Tthe second
duty and oblgation” metaethies. Also called moral philosophy.
2.the principles of moralyright conduct accepted by a person or a group or
dered i example,
proper cthics requircs that participants be treated farly and without harm and.
results and findings honestly. & :
professional ethics;research ethics. —ethical a.
Al_Ethics_Mar
that aims to integrate ethics n the design and development stage of the _Coeckelberg
technol “embedding design’ Simlar
terms are "value-sensitive design’ and ‘ethically aligned design’
cvaluation () systematic determination of the extent to aime_measrue
hich of  ment_2022,
Something citing IS0/1EC
24765
example detnition Merriam-
definition 3:* all ofa group or type’; 2 Webster_exam
paralle or closely similar case especiallywhen serving as a precedent or model's  ple
delinition 5
rule or precept or o act as an exercise in the application of a rule”
exception Anevent th during v causesa IEEE_Guide_1
c P
10 an undefined or unla .
exceute o carry out a plan, a task command, or another instruction seion process,or comp : direc IEEE_Soft_Vo
f a d e
providing work performance information.
experiment apa_experime A study of a fundamental physical the use of one or nist_statistics
» purpose of that n_2023  simulators Like empirical experiments, input variables (factors) are _20m2
Jationsh
p
variabe, (responses). Unike empirical experiments,the simulator responses are
decerministic, and thi
ppropr pe.
experiments. especally the number of runs,can be more ambitious. Further, modeling
Goodp Lat mputer d
the d :
for determining
process optima and for evaluating process toerances.
expert system Aform of Al that 2 chas  Hutson, Intelligent computer progy Reznik,_Leon  An expert system P hat OFCD puter system that
‘medical diagnosis. It combines a knowledge base with  set o hand-coded rules_Matthew P torequire
pplying for their soution, significant human expertise for thei solution. human expertise.
replacing hand coding.
expertise Passive  Schneider_Mc
expertise is a type of knowledge-based specialization that arises from Grew_in_Flan
experiences in agan_McDono
™ ugh 2015
deliberately and for which there are clear benchmarks of success
explainability provide g NISTIR_8269_ the extent to which Al a Comptroller_0 Nscal
prediction and produce inights about the causes ofdecisions, potentially to e Draft outcomes are reasonably understood. fice evidence or reasons for system output n a manner that is meaningful or
up with human reasoning.
were considered, but ot proposed, and why not).
explainer Al_Fairess_3
60
explanation © for all outputs, NISTIR_8269_ + NISTIR_8312
Draft reasoning for cach output.
exploratory Exploratory iy nist_statistcs
employs a variety of techniques (mostly graphica)to . maximize nsight ntoa 2012
dataset; 2. extract ;4. detect
‘models; and 7. determine optimal factor sttings
external valdity the extent 1o which the results of research or testing can be generalized beyond  APA_external_
1 the less kel validity
will tuat
and time periods.
tacial built-in NISTIR_8280
person. They are not buil o identify partcular people; instead they include a
fa Jeorth
person. The
on ID-Tabeled images avilable o the deeloper. In operations, they act s
pe
before.
“Thisisa
il It
compared e fro
. the same person or not. h by persistent
Vector or “temp
C models Al_Fairess_3 bl googe_glossar
60 airness metrics include: y_2023
equalized odds
redictive parity
counterfactual airmess
demographic parity
firness
metics
false negative An example in which the predictve model mistakenly classifes an item as in the  NSCAI an outcome where the model incorrectly predicts the negative class. ‘woogle_dev_cl Afalse negative s denying an applicant who should be approved Varshney, 1. An instance in which y ool
assiication Kush

negative class.

positive-
hegative

todoso.
- 2. Incorretly classifying malicious activity as benign.

Citation 4
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cab
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Evaluation,
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(TEVY)
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procedural code. The term “expert system was used largely during the 19705 and
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Type i error
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Terms Definition 1 Citation1{1]  Definition 2 Citation2  Definition 3 Gitation3  Definition 4 Citation 4
false positive An example in which the model mistakenly classifcs an tem as n the positiee  NSCAI an oute » oogle_dev_cl  Afalse positive is approving an applicant wh should be denicd Varshney, 1. An alertthat incorrectly indicates that a vulncrabiltyis resent.
class assfication Kush Jert that indicates occurring
true-false- ]
positive- malicious
4. Incorely classifying benign activity as malicious.
has been observed. This is alo referred to as  type | error. This s also refrred
t03s a type I error. When“health-testing” the components of  device it often
based on some
that
correctly.
spion
presence of hardware or software faults
favorable label A A_Eaimess_3
recipient. The opposit is an unfavorable label 60
feature An auribute containing information for predictng the label AL_Fairness_3
60
ethod in which the  Khalid_feature
the 2014
relevant information
p the model:  saarela_featur
ameasure of 2021
particular classiie,regardless of the
feature shift Unlike joint distribution shift detection, which cannot localize which features  Iulinski_featur
caused the shift, 2020
Naively n
h
an values
“Thus, marginal po:
Therefore. Iy
nulland aternative hypothesisfor the -th feaure i that it full conditionsl
values of the other features
federated i " oblems of TICE_Tasono
and privacy by training algorithms collaboratvely without transfereng the data  my_Terminalo
toa central locat
local model "
sharing parameters
feedback loop P ging 1 .
€nd-user actions n order (o retrain and improve models over time. The Al al_feedback_I
tthe o
ple, (0 p
model, allowing i o learn fromits mistakes
fitting Ftting y data item value s in the pr OFCD.
specified inerval.
firmware Computer d data stored in hardware - typi memory SPR00-37  Combination of a hardware device and computer instructions or computer data  IEEE_Soft_Vo
(ROM) ) hat reside as read only software on cab
data cannot or the
programs.
Forecasting Estimate or prediction of conditions and eventsin the project's future based on  IEEE_Soft_Vo
» a the forecast. cab
Idimpact he fut
at completion and estimate to complete.
fraud detection Monitoring the behavior of populations of users in order o estimate, detect,or  Kou,_Yofeng y Behdad
avoid undesirable behavior. them 103 system manager.
i spion
adapting
dversarial Networks, or GANS for o Brownee, A pair of Hutson, Nscal
h newral_lason One net _Matthew that v in
networks. hi othera
" p fake. A maj " i cach network
patterns in input data in such a way tha the model can b used to generate or learn from less data than other deep learning algorithms. itself offthe othe u
hat could dta

output new

dataset.
global P NISTIR_8312_
model. Full
governance ditions, and hated  NSCAI Asystem of laws, polcies, frameworks, practices and processes at international,
o : " Jement, oversce and regulate )
1 of Al technol ligns with
the natare of Al a depl stakeholders’objectives, is developed and used responsibly and ethically,and
those imited or withheld. complics with applicable legal and regulatory requircments.
raph of one. IEEE_Soft_Vo directed
ormore Diagram cab raph, or a simple graph o distinguish it from a multigraph) is a pir G = (V, )
of nodes and internode connections called edges or rcs. where V dE
set Y link
hig Nseal
unit (GPU) " i
developed for eficient parale processing of arrays of values used in computer
hics. Modern-day GPUs are designed &
ground truth format Collns_Dictio. value p
by inference nary_ground_
truth
group faimess “The goal of y Al_Fairness_3
or autcomes. 60
hacker gains access to an nformation syst Reznik,_Leon » computer uses his or her knowledge
hardware y i tore,or transmit programsor  IEBE_Soft_Vo,
data cab
harm An undesired outcome [whose] cost exceeds some threshold ] the key points  Engineering_s
in the defi some afety_in_mach
human sen d that safety invoives reducing both the _ine_lcarning
probabilty I
harmful bias be u Jso ki humphrey_add
leadtoa  ressing 2020
the basis
ender, , or physical abilty
q
advantages or disadvantages
human-assisted The type of spion

human-computer

that that
human interactions are needed at the level of detail of task plans, e. during the
exccution of a task

Poore_Lawren

hods and user interfaces and the  ce_ARLIS_202
« 301
" how an individual or Isystem NIST_ALLRMF judgment and
il in missing infc howhumans  _10 which can be due to cogitive imitations, motivational factors, and /or
adaptations to natural environments.
use, including the des eration, and I
Detection, correlation, and IEEE_Guide_1
hine I PA
A useful
capabilty.
Anal interaction. DOD_Modelin
gand_Simula
tion_Glossary.
“The abilty of h d Al 1o work toge . NSCA
ways.
Al Feffort
! c ethods and
ly d human users,
teamwork, and designs that enhance human-Al interaction weighting.
pes 1 spioi
intervention Some extenuating circumstances.
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citing ISO/IEC
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‘Terms Definition 1 Citation1(1]  Definition 2 Citationz  Definition 3 Citation3  Definition 4
P or student)
d uses, studies,
information or biospecimens; o (i) Obtains, uses, studies, analyzes, or generates
human system ethods and poore._
8 “whole-system’ or * ystems” level. ce_ARLIS_202
dto el (e.g, the penalty Hyperpar:
parameterC n a Support vector machine,and the lzammg o el et Opuml
e the  zatio
activation es in a neural network, and
in a support veetor machine)
used g oEcD
10 the nul hypothesis are considered.
iparsan_Po toidentify, understand, document and mitigate  1APP_Governa
Inthe  cy_Center_im Llegal, ¥
context of Al Jongside pact_sssessme 2 specific se case
this system's intended use, for whom could it fail? s
impersonation I Security_Analy
controller. a sis_of_Subject
_Access
the primary objective of any authentication protocol. The result of this attack is a
data breach (c. y inor
legal
which they then sellfor a specified price).
in-processing iy model  SPI270 v Mehrabi,
_Ninareh
(cost) function or impose a new optimization constraint.
in-processing applied to a model d
algorithm
incident asituation in which Al systems caused, or nearly caused, real-world harm. AlLincident_D integrity ofa FBPML_Wiki Jleged harm or near . property, or AlLIncident I b
atabase Model, where an Al system is implicated. itors Security mechanism, or an attempted or threatend breach of these mechanisms,
e (i company, AlID_incident
. ping or deploying the Al _response
or Al system involved in said incident.
independence of, tuati hich s nist_800_2010 In simpl e
technical, I tentional or unintentional the chances of the occurrence of the other event. The mathem:
ormion o he dependence of vt And . the probabny of e
occurrence of both A and B being equal to the product of the probabilities
of Aand B i, P(A and B) = P(AP(E)
The goal of similar or outcomes. AlFairness 3 Give similar predictions to similar individuals Mehrabi, o v aime_measure
0 inareh ment_2022
citing Machine
Learning
Glossary by
Google
inference ‘The stage of ML in which a model is applied to a task. For example, aclassifier  NISTIR_§269_
mode! pmduresll\edass cation of a test sample. Draft
Comptraller_O
component P fice
y ISO/IEC_TS_
addition, other properties, suthasaulhcnuuly,awounlabvhly‘ non-repudiation,  5723:2022(en)
and reliability can also be involved,
input Data received from an external source 1EEE_Soft_Vo
cab
insider attack ‘Those who are within [an] organisation may have authorised access to vast IEEE_Caught_
in_the_Act
P fand] should an individual
choose y
tensive knowleds are
insilico P . ‘World_Wide_
Words_In_sill
0
instance thing table, and IEEE_Soft_Vo Loronwhicha  Kohavi_Ron
Individual oceurrence of a type cab ‘model will be used (c.g, for prediction).
A tin a mod Al_Fairness_3
60
integrity " oduct, IEEE_Soft_Vo destruction, and includes CSRC property whereby cisy prop: he be
1o, or modifcation of, computer programs or data. cab ensuring information non-repudiation and authenti system has not been modified or destroyed in an unauthorized manner. itted, :
and completeness
I - IEEE_Guide_I
automation based cont P
The
ctivities, and
tasks in one or
with minimal or no human intervention.
interaction the object.  IEEE_Soft_Vo
cab
APA_internal_
validity
the ph b
P
cause-and-effect relationships among variables.
Spio1 Degree to which two or more systems, products IEEE_Soft_Vo The executi d dat NIST_1500
successhully with minimal effort by end user cab exchange under specific conditions.
system output. NSCAL “The ability to explain or to present an ML model's reasoning in understandable  aime_measure
to whicha  effect 2022,
citing Machine
algorithmic parameters can be predicted. Learning
Glossary by
Google
rudin_interpre
it(or table_2022
understood by umans. Thse consrins can e dramatically depending on
the dom:
prop p Covert_et_al
P ;] the dar be abl
10 intervene with regards to the processing of their own data . o ensure] that
data subjec
whom,
Knowledge The sum of descriptive,predictive, and  IEEE_Guide_I s, concepts or alme_measure
prescriptive analytics embedded in or available to or from P rules, d properties, org: r ment_2022,
system, citinig 1S0/1EC
22089
label Avalue corresponding to an outcome. Al_Fairess_3 _target variable assigned to a sample aime_measure
&0 ment_2022,
citing ISO/IEC
22089
label shift 3 change but the class- saurabh_label
conditional 2020
‘We work with the label shift _—
= pitxly)
o Al_Assurance_
(LLM) extrem h LLM 2022
e st types: generative or discriminatory. Generative LLM are.
essay. They are typ p
predict what agiven task.
LA ly text, such
as determining whether a text was made by a human or AL
2 A Gustavii,_Ebba
previously unseen language fragments.
learning Dennis_Merca beh abilities afer 3 APA_learning
improves its performance by gaining knowledge. dal observation, o ofer experences, s eidenced oy change inbehavior
knowledge, o

dintegrating it with
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Terms Denition 1 Citation1[1)  Definition 2 Ciation2  Definition 3 Citation3  Definition 4
Jeast priviege he principle thata csee jectve of g w© SP-800-12
a the enity perform their offcal dtics.
needs to perform it function,
lemmatization the process of grouping together the diffrent nflected forms of aword sothey  Atasanches_I « totheirroox Techapedia_le  grouping together words withthe same root or emima but with diferent Techslang_lem
can be analyzcd asa singl tem. hi_Al_vith__ leical components mmatization of meaning so matization
Python
lincar model [n superviscd learning algorithm that uscs]  simple formula o find a best-fit ine_datsks_ML._a_ (incar) An apator L~ i said o be lincar i, forevery par of functions fand g wolfram_math
through asetof data poits. nd_lincar_mo. and scalar. world 2022
dels
LAl
and
LAyt
Tocal A » NISTIR 85312
Rl
localization Creation of a ationalor specifc rgionsl version ofa product. IEEE_Soft_Vo
aab
logistc model of is described by wolfram_math
the diffrential cquation world_2022
(@N)/-ENKN)/K.
[}
(e of K
then
(@9/d)-rx(1-x),
2]
which s known as the logistic cquation an has soluton
(01/0%0/5_OF e (70
@)
ine i Abranch of Artificial 1 TIC6_Taxono
my_Terminalo
el
behaviour i optimized forthe training task.
relevant and EEE_Guide_1
conditons that impact operation ofthe computer system isefor other P
the system.
mabvare dare, or orinserteding  Reznik_Leon  Softwar pe cisa
syscem for aharmful purpose. unauthorized function or process.
materialty Refers tothe significance ofa maticr in relation 0. st o financia or oEcp
performance information. Ifa matter is materil to the st of nformation, then it
ikl to be of significance toa user o tht nformation
presumiing] MeNamara_fal
lacy
(0 factors other "
I quandaie her not exist o not ficant influence on
Suceess Ao kown o he uantate alac.
measurement (Quantitaive) () actor process of assigning a number or category toan aime_measure Jreal Leavy_OHQR_ n method: Hammarber
umbersto | men 2022, [-]to cxplore desr, o phenomental ntro ’ 2016 Busetto..
b present propertics of Giting 150/1EC_ people asribe to act ! 15, orfartfcts] for ) 1 non- 2020 basedon
toan 24765 ‘(e 1, 2016, Qualiative prope
b 1973 of ; measurement generally answers questions about why, for whom, when, and howe
vilues and something i
s and are between eroups and instiutional and,/or [ what s obscrved
. whether i or -culural
other techniques; 5 figure, extent,or amount obtained by measuring » . . or accouns, provded by 4 dividual or por
those involved interactions o interventions (Buseto et. 3, 2020),
method sime_measure tions, described i sime_measure
ment_2022,  attribute with espect to a specfied scale ment_2022,
cting IS0/ TEC citing 150/1EC
24765
Litte_2013 . Jackman_oxfor
o] s e ey 5 e byl ) e e asatent variabls, and abservable propertes—i.c. data sbout the world 2008
measurabiliy ot s e of e gt e b -mesmeae T | SOTEETE
e e orm of messrabig) s7232022cn)
el and a record record
Was used aspartofthe model raning dataset or no.
metadata Metadata s data tha defincs and describes other dat. orcp Data that describe other dta EEE_Sot_Vo b
aab including their i ath
access rights, and data voltiy.
metric defined measurement method and measurement scale: 1SO/IEC_TS_ (1 quantitative measure of the degree to which a system, component, or process  aime_measure.
5723:2022(en) d the t_2022,
measurement scale; £, measure in this section above Gingisoyec
24765
minimization (Partof 0l equirelarge 1CO_data_min personal EDPS_data_mi
H Iy with imisation _ dircclyrelevant and nccessary to accomplish  specifed purpose. They should  nimization
principle under data protection v if using persona data, for purp
that any personal data i adequat words,
the purposes for which t s processed. [ The default approach of data and should ke it only for a lon s they need t. The data minimisation
y the GDPR and
. which p personal data must be ‘adequate,
dar reation
they are processed"
Dhaes o 1 A sytems e ought o opraed by hd prs, s prt ot
procurement process due diigence
Amethod in . therescarcher collcts and the inquireror investi Lsa .
_Given_SAGE
o 5 a o a
Creswell_Clark
a y “mixed_meth
philosophy: ds
MiLors symeonidis M
ool for the deployment of ML models n production. Lops_2022
model AL_Faimess 3 Amodel or orcp syt ipusnerdr | T8 oo
60 regarded abserved dt is inolo
bol, that i 0 say b incendd to petform a core computatonal sk o the Al yem (e, casfing. 1
Is0 found. The word y o n word for asequence, i
and possibly somevehat over-worked. acton givenis state and oy,
Modelasse ; ouputthat Kang_Danicl
indicate when errors may be occurring
model card Model_Cards_ i ot an Al moel 1APP_Governa
. for_\odel_Re  about intended use, performance metries and benchmarked evaluation in various nce_Terms
Jtural, demographi porting bt race
 ace,or sex and
[They] ose the context in be used, details
a
Model
model decay Model »i » the model Nayak,_Pragati
model editing Anarea ofresarct to enabl fast, dta-effcient Mitchel_Eric
trained onlya small without
| steal M
| i n._Varun
[prop adi
framework ofafirmor  open_risk_202
Ornisadon thtcontrls e proceses o Model Declopment. Node B

modelinventory

‘model overiay

management

model suite.

Validation and Model Usage, assign respm.bnmes and roles
in the context of Risk Management, [.]a dx\xbx\s:/[mxnazcmem information

purp
information that is n use by a firm or organization,

Judgmental del inputs or
for model, data, or other known limitations. A model overlay is a type of override.
del
ht, policies and proced ol

A group of models that work together.

ORM_model_i

Comptroller_O

flice

Fed_Reserve

Compiroller_O
flice.

Citation 4
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‘Terms Definition 1 Citation1(1]  Definition 2 Citationz  Definition 3
model training. the phase in the data y . process aime_measure

the best o ai_Model_Trai ment_2022,

‘minimize a loss function over the prediction range. ning. iing 150/l

201
the set of performing  yields. | o,,en,mk,M
as expected. fo_model _vall anual_model_
dation validation

monitoring

moral agency

‘moral patiency

the status of and
acquirer or a third party.

‘The capacity for moral action, reasoning, judgment, and decision making, as
opposed to merely having moral consequences,

The moral standing of an entity in the sense of how that entity should be treated,

naive Bayes 1
be useful in many practical applications. It s called "naive” because it
depend the instance.
Some finte set V.
The i
processing and generating human language, cither spoken, written or signed.

neural network

normal flow

normalization

Amodel that, taking inspiration from the brain, is composed of layers (at least
one of which units

by nonlinearities

the pacic of c .
chers in order to be fair:

Conceptual acomplex

inconsistencies.

data support
through observation, measurement, test,or other means).

observation apiece of . sensors, or
Sources
implies. Knows] from
atonce
often loading the whole dataset into memory or in batches.
line I fitting
ontology Aset that
Shows their properties and the relationships among them to enable
of automated reasoning.
opacity ' y
lex, idden, or e terms
P how classifications, or
Sctions are generated and what veral performance will be
be measured.
operator Arole assumed by -
. or other
optin. an i user interface.
signaling a desire to share their information with third partics.
opt-out an individual
to pa
outcome something that follows as a result or consequence
outlier An outlieris 1 data point that s far from other points.
output Data transmitted to an external destination
overfitting Givena hypothesis space H, a hypothesis h element of H is said to overfit the
training data f there exists Some alternative hypothesis ¥ element of H, such
that h has smaller error than h' over the training examples, but h has a smaller
error than h over the entire distribution of instance.
package afolder machine
learning model
parametric Alearning model that summarizes data with a set of parameters of
the number
ctivities, and tasks,
parity Bits) used to determine whether a block of data has been altered. Rationale:
‘Term has been replaced by the term *parity bit"
participation toachieve
participant .t I, bl ol b ot evetion, e ot

uter
Comitor e fow o pro

Ap:
learning agent gets 10 decide what actions to take.

TEEE_Soft_Vo. Continua hecking.superiing, criicallyobseving or deermining the sausin. SPa00-160
rder to identify change from the performance level required or expected.
1Bt Mar
k_Coeckelberg

1-Btics_Mar
k_Coeckelberg.

)
Mitchell,_Tor

my_Terminolo

&

aime_measure
2022,

hing Machine

Glossary by
e
Cambridge  Inthe contestof machine Ziobaite_indr
d ) people can
only be aslrge asjustified by non-protected characteristics
EEE_Guide_1
P
oEcp The process of conver I range of sime_measure
alues, typically -to 1 or0to 1 men_2022,
iting Machine
Learning
Glossary/
Google
1SO/IEC_TS_
srz2022en)
poole_mackwo_the careul, , process, or other for the APA_observati
et bout it on
ben_putrh_
202
en_Auffarth_
202
EEE_Guide_1
P
Nscat Hutson,  When onc or mre fan Al syst
output, but in 3 Matthew  datasets, functions, output
interpret all takeholders - usually an antonym for transpareny.
spion Inividual or organizaton tha performs the operationsof a system, EEE _Soft_Vo._Individual o organization that performs the operations of a system
aab
1APP_privacy_
Glossary
1APP_privacy_
Glossary
riam_webs
ter_outcome.
Russll_and_N An outir i a data value tht lics i thetail o the statisticaldstribution of aset OECD Values
omvig f data values. e uterss WS with hgh st vl Predced vl sty o
way ghly 3
training; Clipping is o way of managingoutlers
IEEE_Soft_Vo by any ofits parts, transfers  [EEE,_Soft_Vo.
aab data outside ofthat system or part aab
Mitchel_Tom
about_ML_pa
clages
Russell_and_N
omvig
EEE_Guide_1
P
NIST_CSRC_p._the qualityor state of being equal o equivalent Merriam-
ity

Webster_parit
¥

Sloane
2020

IEEE_Guide_1 a living « profes student)  45_CFR_46_2
PA conducting research: 018_Requirem

the individual, and uses, studies, or analyzes the information or biospecimens; or (2015_Commo
b tudies, anal _Rule)

or identifiable biospecimens.
Russell_and_N
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Terms Definition 1 Citation1{1]  Definition 2 Citation2  Definition 3 Citation's
personal data “Personal data' means any information reating to an denified or dentifiable  GDPR ) v dentifcs, relates o, describes, CCPA
s with,or could )
dentified, dirctly 2 in pa as ywith or houschold. Personal
data, ortooneor imiced 0 the follow  relates to,
physical physiological, genetic, mental, cconomic, with,or could b bl
cultural or socialidentity of that natural person. ke, decty o indrsiy witha ol consumer o household
dentifer, e e ag ladd «
other
similar identifers.
(8) Any personal information described in subdivision (¢ of Section 1798.80.
(©) haracersics ofproceced lasieaons under Calfoni or federl
personal duc.
buained, o considered. » & ©
histories or tendencics.
() Bometric information.
() Internet or other electronic network activty nformation, including, but not
imited h history,
applcation,
(6 Gelocon daa
(+1) Audio, cectror thermal, ofactory, o similar information.
0 Prtessona or cmvvoym:m el informaion.
O sde publi
pers ily -
e sy Act 00 US.C.See 130834 CER. Pt o8
from any of
createa
, behavior,atitud
intelligence, abiltes, and aptitudes.
(1) Sensitive personal information
" docs not P or
of For
purposes of h, -
deral, stat ds, or information
that
general p information
‘made available by a person to whor the consumer has disclosed the information
irthe cted
about a consumer without the consumer’s knowledge
does not thatis
deidentifed or aggregate consumer information
policy ™ taw_policy_20 Ap sutton_reinfor
bl aflas, o th eglatur n s measures This term, s apled walov, 23 cement_2018
e v e POLICY
positionality Charmaz_Hen
dproduct.  wood
» are not NISTIR_8312_ el th t readiy inter- pr barredo_explai
" Ful - bility,such s nable_2020
) local expla- nations,
e Fach of e echques coers anc of e o oo iy echnic Fach of hes s coversanc of e st omron s
humans explain systems and processes by themselves. P i sytens and procesesby s
post-pr pically pe dataset data not used n spizo holdout set that Mehrabi, s s 1APP_Governa
Here,the learned model its ol i mode delasa  _Ninarch  output.
pos The y model on the
the. on then only p n d
dataset. post-processing
phase.
post-p thatis appl AL_Fairness_3
algorithm 60
2 concep primarily  DOL_Practical
by _Significance

pre-processing
algori

Some in the equal employment opportunity (EEO) fieid

Abias mitigation algorithm that is applied to training data.

AlFairness_3
60
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and synonyms _definition

reflexivity

statistical

wm)

whicha  aime_measure
= True 22,

UNODC_Gloss
LP

precision A requency a Nscal losenissof sgrecment between inlcationsor measreduanty vloes aime_measure A metric for
‘model was correct when classifying the positive class. obtained
specified conditions.
prediction Nscal ¥ » information  aime_measure
applied on input data or measurements. ment_2022,
citing ISO/IEC
2989
inference  IEEE_Guide_I
PA
or data.
Insights, report q “Whatislikelyto  IEEE_Guide_I
happ Tuture event PA
©.
preprocessing A.This  SPIZI0
usedif
prescrip Insight “What should 1do IEEE_Guide_I
about it? PA
need.
privacy P affairs O/IEC_TS_ from intr e aime_measure
5723:2022(en) ment_2022,
individual citing ISO/IEC
TR24029-1
I " ENISA
the design of information technologies and systems,
privacy-enhancing A coherent system of ICT (information and Communications Technology) PET_Handboo
technology I " dataorby
P " P 2 of data, all
privileged p: Al_Fairess_3
auribute systematic advantage. 60
procedure. IEEE_Soft_Vo
activity,or task. cab
process A soquencorfow of actiis I oganzation it the ojecto of caryog [ 1EG2_Gukle1 St of IEEE._Soft_Vo
out work, which may include a set of activities, events, tasks, and decisions ina PA cab
sequenced flow that adhere to finite execution semantics. Process levels will
i
level
process flow ined representation of the overall progression of how a process is

intended to be performed, including all exceptions.

ment_: model I
citing ISO/IECPositive,/(True Positive + False Positive)
Guide 99

class

ment_:
citing Machine
Learning.
Glossary by
Google

dary QA

precision

terms of

Precisio

tivel
set, that

for

distribution of
value,

s
protection-b
design (def
hips: Zeur
lexcurop

en/lesal
content/EN/T
x1z2

201605048id=
1532348683434

)
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Terms Definition 1 Citation1[1]  Definition 2 Citationz  Definition3
processing “Processing e iDPR “Processing’ means any operation or set of operations that are performed on  CCPA
personal data or on sets of personal data, whether or not by automated means, personal nformation or o sets of personal nformation, whether ornot by
ecord ct N
alteration, retrieval, consultation, use, disclosure by transmission, dissemination
I it ibination, restriction, e
destruction,
processing Law_Insider_p.
environment rocessing_envi
ronment.
processor “Processor’ means a natural or legal person, public authority, agency or other  GDPR “Processing” means any operation or set of operations that are performed on  CCPA
body which processes personal data on behalf of the controller. ‘personal information or on sets of personal information, whether or not by
automated means.
duct it profe 1 productmanag
la development, launch, by erHQ_Josh_Fe
Al machine learning, and deep learning technologies. chter
product owner e the cross-  Forbes_Tracy
functional Al team, _Kemp
road map. This rol unifying
backgrounds toward a common goal
[turning “data product; ready tobe  Towards_Prod
used in live services. tizing.
profiling. “Profiling GDPR “Profiling’ means any form of automated processing of personal information, as  CCPA Measuring the characteristics of expected activity so that changes to it can be
the use of personal data
o analyse or tural tion 798,18 Jlating to a natural person
work, lth, pa analyze or predict i
interests, reliability, behaviour, location or movements. ith, I prefe
reliability, behavior, location, or movements.
Al_Fairness_3
e parity. les incl de d Protected 60
attributes are not universal, but are application specific
1] could be chosen  MIT_Protecte A group of people Practical_Law
because d_Atributes [ basis of _protected_cl
protected [classes] include i tional origin, gende tal staty ass.
‘age, and sociocconomic status.
prototype the technical OFCD
characteristics and performances of the new product.
provisioning IEEE_Guide_I
machine) within an application(s) or system(s). A
proxy ible that can stand in for anoth lly not SP1270
‘measurable, variable.
pe v that  GDPR 3 it of personal ccea.
nolonger i nformation in a manner tha rendersthe persona informaton no ong
the attributable to a specific consumer without the use of additional information,
that the person identified ‘hnical ormati
person; not attributed to an identified o identifiable consumer.
quality ‘The totality of features and characteristics of a product or service that bear on its OECD @ 1SO/IEC_TS_
ability to satisfy stated or implied needs. fie " of  5723:2022(en)
h bicct b
product, process or service)
racialized whether  AAAS_Aland
or not members of the group self-identify as such _Bias_2022-
09
ranking L used by DEV_ranking  position, order, or standing within a group : RANK Merriam-
‘companies] to optimize search and recommendations. Webster_ranki
recall A quency amodel  NSCAI Ametric for. aime_measure
correctly classifies the true positive items. the identify? Thatis:  ment_2022,
Recall = True Positive,/(True Positive + false Negative) citing Machine
Learning.
Glossary by
Google
recognition Pattern_Recog a sense APA_recognit pr g
the use of nition_and_M _events, or on ve and remember.
classifying the data into different categorics. achine_Learni  material that has been learned in the past.
ng
‘s Das,_Debashis A subelass of information filtering system that seck to predict ‘rating or Sharma,_Lalita
system pprop: " P “preference that a user would give to an item (such as music, books o movies) or
formati information ! y L using a model
built from the user's
social environment (collaborative filtering approaches)
rectification dora IAPP_Privacy_
business or other organization if it is inaccurate. Glossary
red-team Agroup 1o emulate a il s CSRC
attack or posture. The
Red Team's
defenders (i.c.,the Blue Team) in an operational environment. Also known as
Cyber Red Team.
reference class A class which identifiers.  1G1_Global_ref
s insts pr erence_class

objects by substituting for some primitive reference.

reflexivity Aform of eritial thinking that prompts us to consider the ‘whys'and hows'of  Jamieson_Gov.
research, critically questioning the utilty,ethics, and value of what, whom, and  aart_Pownall  researcher the
how we study nfluence of his r her own motives, istory,and biases on s conduct
regression ayesorno Ranschaert,
input val _Erik
o e Amethod g -
rewarded behavior over the course of its actions. This type of to
h playing, p s I
for real-world data their act has rewards or py , with the aim
“The goal could
be, for examp\e‘ 10 €arn a high video game score or to minimize dle worker time
ina facto
reliability y oEcD abiliey atenitemto perfor s requied withut filr, o a gven tim neral
subsequent estimated values, under
can Jendar time,
di L
Note 2
Jiability, such tress level .
and maintenance.
remediation The process by cles asafe  CPO_Magazin
e_Amar_Kana
gara)
teps,
inchuding replacing updatng or mudmmg da long with cloanin 1, orgamiing
it and g lung id of unneces
Closer thesame  IEEE_Soft_Vo
measurand caried out under changed conditions of measurement cab
requirement Merriam:
CONDITION Webster_requi
rement
residual p MathWorks_R
and “Thus, residual esidual
the portion of the validation data not explained by the model,
resilience prep:  withstandand  NISTIR_8269_ t a
pidly Draft » P 3 3 pa
recover from. . accidents, or or of a system to maintain ts functions and structure in the face of internal and
Icidnts T bl of gt adsp o ecver rom adverse.
conditi
responsible Al An Al system that aligns development and behavior to goals and values, This  NSCAI
incudesdeseloingandfeding A technlog in a manner o s consisent
democratic valu
result The conuqnemm] outcome of completing a process. IEEE_Guide_I
PA

retention limit

f
nconred i volume (e sz ofte s coeced logsin bylcx) ot the
‘number of months or years that logs are stored for).

Industrial_Net
work_Security

APA_reflexivity

Saleh_Alkhalifa
_MLin_Biote
h
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5723:20220en)
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‘Terms Definition 1 Citation1(1] Citationz  Definition 3
risk p NIST_AI_RME A measure of the extent to which an entity is threatened by a potential PO An
o degree of the consequences of the corresponding event, The impacts, or 10 on 2
consequences, cgative, or both would arise if the circumstance or event occurs; and (i the likelihood of
opportunities or threats (Adapted from: iso 31000:2018 ) occurrence.
risk control be  Toward_an_u
taken] nderstanding._
ks y risks, of_responsible.
ftware risk) _artificial_inte
risks (e.g, isk of errors and bias and risk of black box, and risk of explainability).  Iligence_practi
risk tolerance 5 or Al actorss.. NIST_ALLRMF
riskin order 10
regulatoryrequirements.
‘The computer app! a asuiteof  IEEE_Guide_I
sgraphy to complete processes, PA
-managed
workflow
i IEEE_Guide_1 § tasks, esp NSCAI
bi P repetitive.
of transacti
aresult or service with
robust Al An Al system I-world setti gnition NSCAI
light
it
robustness avariety of 1SO/IEC_TS_ The ability of a NISTIR_8269_
circumstances 5723:2022(en)  reliable performance under different conditions (e.g, unseen, noisy, or Draft
adversarially manipulated data)
sq a parameter[; .] the say Glossary_of S a freq: measure of Wikipedia_RM
deviation (RMSD) (MSE) of the estimator. In symbols, if X is an estimator of the parameter ., then  tatistical_Ter  pop an estimator and D
RMSE(X) = (B( (X-2) )%
RMSE of an estimator is a measure of the expected error of the estimator.
‘The units of RMSE are the same as the units of the estimator
row e 1l Machine_Lear
y or observation. have, P ning_Mastery
from the problem domain that you have. _lason_Brown
i
safety prop . unde toa  ISO/IEC_TS_ freedom from risk which is not tolerable. aime_measure
state in which human lfe, health, property, or the environment is endangered;  5723:2022(en)
s che probability of harms and the
possibility of unexpected harms) TR24020-1
scalability IEEE_Guide_1
execute a varying volume of tasks, processes, or services. PA
score Al_Fairness_3
results in a predicted label. 60
sereen out " EEOC_ADA_AL
employee lowers thei
and the applicant or employee loses a job opportunity as a result”
security resistance to intentional, unauthorized act() designed to cause harm or damage  1SO/IEC_TS _  degy aproduct or aime_measure
t0asystem 57232022(en) (311 50 that persons b ment_2022,
appropriate to their types and levelsof authorization citing ISO/IEC
segmentation The Raynor
sy Acomputi IEEE_Guide_I
d the use of its PA
purpose.
sell-diagnosis Abilty of a sy SPioit
P and devices
p 3 IEEE_Guide_I
o PA
normalcy.
semantic mapping A strategic schema or framework of metadata labels applied to all data, data IEEE_Guide_I
‘groups, data felds, data types, or data content used to introduce new or raw data PA
investigating known or potential elationships between data. A semantic map
data,information, or knowledge
A*what-if type of y of the outcomes to OFCD.
pai
parameter. |
y vision,  IEEE_Guide_I
Speech) to.a digital format useful for machine-to-human interaction or machine  PA
processing
recognition (OCR)
service Acollection of coordinated processes that takes one or more kinds of input,  IEEE_Guide_I
r d PA
needs of a customer or sharcholder].
is Signal _Detecti
measured. on_Theory
tsell.  Reznik,_Leon
1 " q SP800-160
of their meaning, which could include a projection of the future status of
perceived clements and the uncertainty associated with that status,
how NISTSPI2I0  system that ISO/IEC_TS_
5723:2022(en)
e IEEE_Soft_Vo
cab
the system or component.
sparsity y not  Dave_Salvator
significantly impact a calculation. _sparsity.
specification e, the $P800-37
requirements, design, behavior, or other characteristics of a system or
e
have been satisfied.
stakeholder Individual or b ht,share, claim, or interest tem or 1S0/1EC_TS.

individual, group, or organization who may affect, be affected by, or perceive
itself to be affected by a decision, activity, or outcome of a project.

itsel

any individual, group, or organization that can affect, be affected by, or perceive
activity

standard deviation oEcD
introduced by K. Pearson (1893). It s equal to the positive square root of the
varia ot be confused with the root
square deviation,
start event An activity, task, or input that describes or defines the beginning of a process.  [EEE_Guide_I
PA
statistical bias y estimates below their SPIZ70
true val
i it
intent.
the
decision rule .
Iy Statistics_in_P o
ha I lain_English  pr pected by chance
of atype  error]; also represents a rejection of the null hypothesis.
statisties. collecting, OECD
analysing and interpreting such data
stereotype . APA_stercotyp " psychology typi
social cate ereotypes, ¢ ermbe
like sch lify and exp but they are
d properties
the stercotype.
stochastic OECD.

The adjective “stochastic” implies the presence of a random variable: ..
in tleast one of

variate

d
randomness as opposed to a deterministi system,

th 1 nterfaces (ie..
application programming interfaces [APIS).

IEEE_Guide_1
PA

S232022(em)

The_SAGE_En
eyclopedia_of
_Communicati
on_Research_
Methods

Augoustinos_
Walker_1998
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Terms Denition 1 Citation1[1)  Definition 2 Ciation2  Definition 3 Citation3  Definition 4 Citstiond_ Definition's
strawperson Hughes_Laver
bt y f udes hatthe y_Critical_Thi
opponent's real position has thercby been refute nking
stress test ; i IEEE_Soft_Vo
anticipated or cab
requirements
Data that model NIST_1500
sub-process A Iccanbe  IBBE_Guide_I
present and /or repeated within other parent processes. PA
" Huson,  Algorithms, Reanik,_Leon  For a computer to Ragnor Saleh_Alkhalifa
Inunsupervised leaning, Natthew the "ML in_Biote
Tooks forpatterns n a st of dita theother These two groups are sometimes calld predicor and argets, predictons, preferably with a high degree of certanty. ES
respectively: Instatistialterminology, they are called independent and
Respectivly The eaming s
isinction becween the predictors and the target variables i chosen by the
investigatoror some ather outsde agency.
support vector Asupervi a Ranschaert,
machines analysis. One o ik
widthof
system 1S0/1EC_TS_
purposes sr22022en)
systemic bias . Chandier
s which reslt and R Munday,
devalued. This need A Dictionry of
of g Media and
existing rulesor norms. Commnicatio
. Oxfor
Universi
press, Jan. 201,
publication
Titei A
Dictonary of
Mediaand
Communicatio
systemofsystems setof. a 1SO/1EC_TS_
that none o be'  srzs202%en)
tems in the system of
Systems)
target thatan Al sgorith Techarget_ta
find. usedto et function
then be
daa . .
not included.
sk The top,and outcome  EEE_Guide_I  Required, ded, or tended IEEE._Soft_vo in order p sime_measure
that cannot be broken down toa finer level o detall P achievement of one or more outcomes of a process ab goul ment_2022,
ating 150/16C
TR 24030
taxonomy 1 otcp
among types and their subtypes.
Securty
hat by
‘mechanisms contained in the hardware, software, orfirmware components of
the system.
et ; system Willam_tetze () t : sime_measure. the process of exccuting a program with the intentoffinding erros. The_Art_of_
. ysical meets s required results. 1 conditions, the resul et and meni_2022, oftvare._Test
henomenon, process or o specificd ting 150/1EC
of ane or more est cases and procedures. 24765
Test and Bvaluation, A frameworkfor asses NSCAL_Report
i d ey o system
dthat it
third party an TechTarget_th
two other enti pecialyregarding NIST ird_party
we might incorporte into this defintion,]
three lines of defense st L which ARS_penn
hich business isks
(ihe Fes ine)
Second Line) and assurance (the Third Line)
traccabilty jca bymensal  UNODC_Gies Al Nscal
rded dentifcation. [ C i a elated term] Alt ry_QuGLP pment
evaveols” d design
S herey i can e et i e incerta ot procedures).
refer
Chai of ormpaisons.In this contes,The s e 0 Hercne
measurement sandards rather than written standae
training data A datasetfrom which a model s learnel AL_Fairess 3 samples fortraining used to it machine learningmodel aime_measure
60 ment_2022,
citing 150/IEC
transaction Enactment o uide_t
il syt sl parpane e dance wi e
velatonships. This coordinationleads o an intentionl,consisten, and veriiable
result across allparticpants.
transer earning in which an agorit Hutson,
d Matthe
diferent but related task,such as recognizing cats.
transformer Aprocedure that moifies a dataset. ALfaimess_3
60
transparency ) i 1SO/IEC_TS_ Understanding the working logic of the model, NISTIR 8269_ <orgs . s0_22989_20 <sys i is0_22089_20
; a system or pr ply  5723:2022(en) Draft 22 13) 2
openness and accountabilty accessible and understandable manner Note 1 + . include
Note s i limitations, components, procedures,
iolate securiy,pivacy or confidentialiy requirements. a
labeling protocols.
Sccurity,privacy or confidentiality requirements,
true negative google_dev_cl
assfcation-
true-fase-
posiive
negativ
true positve I positive class google_dev_cl
assifcarion-
true-fase-
posiive-
negati
st . DOD_TEVY  de auseror other aime_measure
experience with the system;: concerns the atitude that a prson o technology system willbehave asinended ment_2022,
will cting 50 EC
Vulnerabity: 0291
The degree to the informatior 007 oryofbing sl ol ol epiemens may e cied r100-60 iy s -
3 o for i o b apied v e products, el i e ot 5wl 3. TON20GTen)
; encrprise, o b eniy o organizations
ranomited ange ofthreats

)
fibpeniet privacy.
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‘Terms Definition 1 Citation1(1]
trustworthy Al NIST_ALLRMF
et ccoune e ampirent s and mespreae, 10
privacy-enhanced, and fair with harmful bias managed.
type l error “The null hypothesis HO is rejected, even though it is [true] berthold_guid
e_2020
type llerror The null hypothesis HO i accepted, even though it s [false] berthold_guid
e_2020
uncertainty even
partial, of deficiency of information related to understanding or knowledge of an
event its consequence, or likelihood
underfitting

Pt Ranschaert,
underlying structure of the data. _Erik

cquatcly see Merriam-
Webster_unde
represented
wnexplainable p Roman_.
s both vampolskiy_
Gnexplainabili
¥
Data that does not modelor
predefined vay
unsuperised learning is0_2352_1997
Subsets can be grouped
without
feedback from external knowledge sources.
ote usedin
subsequent earning of other concepts.
usabiity roduct or o/1EC_TS_
i fficiency and sr2202%en)
Specied contextof us (e I The spefied”iers, gl and contextof s
sy s being comdered ot wed s s v ree 0 et
ledge,
i ;
usabil . usabiy hr cealso: O/ IEC
924111 Exgonomic of Human-System Interaction — Prt 1 Usabilty: Definitions
o Conecpts 50, Genov,Swrsetand, 00, g i,
org/sandard /63500 i
" L Usabltygov
iy daringa tes, plte tp
observers watch,isten and takes notes.
probicms,
participant’ satisfacton with the product.
user tem during  IEEE_Soft_Vo
itsutization cab
the practce of the principles, users fora lear Vredenburg,
d _Karel
amuli-disciplinary approach
alidation UNODC_Gloss
» 3 specifc ary_Qa_GLP
riedman_ct_
al_zom
process.
wariable Avariab otcp
o o st of vlues to whicha numercalmessure or a cateons from a
classification can be assigned
warance theaverage  OECD
v, the empircal v s mean.
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